-
fi’”t Windows 11 Setup .

NETWORKING, LLC Revised June 20, 2024
First
Enable Remote Desktop Install Software
List IP info (ipconfig /all) Firefox, Chrome, Adobe Reader
W10-W11 Enable Admin Shares (Reg entry)
System Updates: (Lenovo Vantage / Intel DSA) Uninstall Teams, Install New Teams
Check for Windows Updates
Open Lenovo Vantage: User Accounts
Check for updates Change Admin password
Document Model, SN, MAC(s) Add local user accounts
OS Settings Startup
Disable Notifications Disable Startup items (OneDrive, Edge, Teams, etc.)

Set Time Zone & Update Time
Network Settings (Advanced Network -> Advanced Sharing)
Private Networks
Uncheck “Set up network connected devices automatically”
Enable Network Discovery & File Printer Sharing
UAC to Never Notify
Enable / Verify System Protection (Set to 10%)
Set PC Name (<pc model>-last4 of serial or other convention)
Uninstall / Unpin Apps

Create power profile “FN-POWER”

DESKTOP: LAPTOP:
Turn off Hard Disk after: NEVER Turn off display after: 5min, 15min Dimmed display brightness: 10%, 50%
Sleep -> Allow Hybrid Sleep: OFF Sleep After: 15min, 60min Low Battery Level: 12%
Display -> Turn off dispaly after: 45min Hibernate after: NEVER Reserve Batter Level: 10%
Display brightness: 65%, 85% Critical Battery Level: 7%

Enable Admin Shares (Manual Reg Entry)
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
Create DWORD, LocalAccountTokenFilterPolicy, Value = 1

Remove User Account from Welcome Screen
HKEY_Local_Machine\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\
Create the following KEY(s): SpecialAccounts\UserList
Create a DWORD (32-Bit) Value with the name of the user account to be removed

Install Print Management for Windows 11
System -> Optional Features -> View Features

Open cmd (Admin)
dism /Online /add-Capability /CapabilityName:Print.Management.Console~~~~0.0.1.0

Shortcut to Devices & Printers
explorer.exe shell:::{A8A91A66-3A7D-4424-8D24-04E180695C7A}
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Other Windows Options:

Enable Admin Shares
GPO
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options
Microsoft network server: Server SPN target name validation: Off.
User Account Control: Admin Approval Mode for the built-in Administrator account: DISABLED
gpupdate /force, reboot the PC

Reg File
Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System]
"LocalAccountTokenFilterPolicy"=dword:00000001

Disable Auto Printer Adding
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\NcdAutoSetup\Private\AutoSetup =0
*This is the same as “Automatic setup of network connected devices” under Network & Sharing -> Advanced -> Private

Delete WSD Printer Ports
The spooler will delete the port only if it is assigned to a printer
Create a fake printer using this port, with a preinstalled driver, then delete the printer

Delete network Printers
Get-WMIObject Win32_Printer | where{S_.Network -eq 'true'} | foreach{S_.delete()}
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. Admin
PCID Document OS Settings Lenovo Software | Updates Power GPO Shares Adobe
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Windows Rename Admin
PCID Document OS Settings Intel DSA | Software Power R
& Updates Admin PW Shares
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